In this paper, we propose a novel halftone image data hiding method called Data Hiding in Block Parity (DHBP), which hides data in the block-sum parity. DHBP assumes that the original multi-tone image is available and the halftoning method is ordered dithering. DHBP can hide a relatively large amount of invisible watermarking data in halftone images while retaining good visual quality. In DHBP, one bit of information is hidden in a block of size MxN by forcing the parity of the sum of the MN pixels to be even or odd according to the data bit to be embedded. To alter the parity, one out of the MN pixels is chosen by minimizing the local image intensity change. Some custommade quality measures are proposed to evaluate DHBP. Simulation results suggest that DHBP can hide a large amount of data while maintaining good visual quality.
Introduction
Nowadays, images appear routinely in massively distributed printed matters such as books, magazines, newspapers, printer outputs and fax documents. Images appear also in widely accessible web pages, and multimedia files on the Internet and in storage media such as CD-ROM and DVD.
Associated with the widespread circulation of images are issues of copyright infringement, authentication and privacy. One of the possible solutions is to embed some hidden watermarking data into the images.
Digital watermarking [1] is a process to embed some invisible digital data called watermark into an image. There are two classes of invisible watermarks: fragile watermarks and robust watermarks. Fragile watermarks are designed to be broken easily by common image processing operations. The broken watermark serves as an indication of alteration of the original multimedia data and is useful for authentication. Major applications include tampering detection of images placed on the World Wide Web and authentication of images received from questionable sources. Robust watermarks are required to remain in the watermarked image even after it has been attacked by attackers or processed by common image processing operations such as filtering, requantization, images though there can be many physical attacks on the papers on which the images are printed. As a result, robustness or fragileness of the halftone image watermarking schemes is not particularly important for many applications. Instead, the data hiding capacity and the image quality are much more important in most applications. In this paper, we assume that there are no physical attacks and the watermarked halftone images can be fully recovered without any error by scanning the printed images. We will propose a method for hiding data in halftone images with high data hiding capacity and minimal degradation of the visual quality.
Ordered dithering is a computationally simple and effective halftoning method, usually adopted in low-end printers. It compares the pixel intensities with some pseudo random threshold patterns or screens in order to determinate its 2-tone output. Table 1 shows two examples of the dithering screen, the 8x8 dispersed screen [3] and the 4x4 clustered screen [3] . Figs. 2(a) and 5(a) are the 5 12x5 12 test image, Lena, dithered with the dispersed and clustered screens respectively.
It is well known that most image processing techniques such as filtering or resizing cannot be applied to a halftone image to produce another halftone image with good visual quality. Watermarking is not an exception. Most, if not all, existing watermarking schemes for natural images as mentioned earlier cannot be applied to the special class of halftone images due to the special characteristics of halftone images. Halftone images contain only two tones and have large amount of high frequency noise resulting in very little intensity redundancy. The halftone image pixels take on only two possible values, typically 0 and 255 (or black and white). Most existing watermarking schemes for natural images would generate multi-tone images that take on values other than 0 and 255.
However, there are still some existing techniques for halftone image watermarking. Some used two different dithering matrices for the halftone generation [4] such that the different statistical properties due to the two dithering matrices can be detected in the future. Some used stochastic screen patterns [5] and conjugate halftone screens [6] in which two screens were used to form two halftone images and the data was embedded through the correlations between two screens. The embedded pattern can be viewed when the two halftone images are overlaid. Some embedded data in the angular orientation of circularly asymmetric halftone dot patterns that were written into the halftone cells of digital halftone images [7] . One common characteristic of these methods is that they cannot embed a large amount of data without significant perceptual distortion. In [8] , we proposed a method for hiding a fairly large amount of data in halftone images without the knowledge of the original multi-tone image and the haiftoning method. It is called Data Hiding Smart Pair Toggling (DHSPT). We also proposed another method called Modified Data Hiding Error Diffusion (MDHED) [9] for hiding data when the original image is available and the haiftoning method is error diffusion. The data is hidden at pseudo-random locations and the error due to the data hiding is diffused to the surrounding pixels using error diffusion.
In this paper, we propose a novel method called Data Hiding in Block Parity (DHBP) which hides data in the block-sum parity. DHBP assumes that the original image is available and the halftoning method is either ordered dithering or error diffusion. In Section 2, the general idea of DHBP is introduced. In Section 3, the simulation results are given.
Data Hiding in Block Parity (DHBP)
In this section, we propose a novel algorithm called Data Hiding in Block Parity (DHBP) to hide a large quantity of embedded data in a halftone image when the original multi-tone image is available and the halftoning method is known to be ordered dithering or error diffusion.
In DHBP, one bit of information is hidden in a block of size MxN by forcing the parity of the sum of the MN pixels to be even or odd according to the data bit to be embedded. Let y(i, j) be the halftone value at location (i, J) , taking on values of either 0 or 255. Let the halftone pixels within an MxN block be {y(
parity is y(k + i, 1 + j) mod2 , which is the parity of the sum of the MN pixels within the i=O j=O block. Assume that the embedded data bits and the original halftone image pixels are statistically independent and that each embedded data bit is equally likely to be 0 or 1 . Then, with a probability of 0.5, the original block-sum parity is the desired value and thus no change is needed. With a probability of 0.5, they are different. In this case, an odd number of the halftone values y(i, j) need to be changed so as to change the parity to be the desired value. To minimize the distortion due to the changes, only one of the MN pixels is changed in DHBP. We will call this pixel location (m, n) .To read the embedded data, one simply examines the block-sum parity. If (m, n) is chosen randonily, we will call the method DHBP-with-Random-location (DHBP-Rand).
In DHBP, the location (m, n) is chosen by examining the similarity between the original multi-tone image and the thresholds used in ordered dithering. Let x(i, j) and T(i, j) be the original multi-tone pixel value and the threshold value at location (i, J) such that
Let the ordered dithering screen be of size PxQ. For example, the dispersed screen in Table 1 has P=Q=8. Typically, the screen contains PQ integers, {o,i, 2, .. . , PQ -i}. Let T be a number at a random location within the screen. Then T becomes a random variable. The T5 from the screen is is changed by applying the identical intensity change iXx(m, n) to all the original multi-tone pixels within the block. As the chosen Ax(i, j) is minimum within the MxN block, the intensity change is not large enough to cause other halftone pixels to be changed. With such a uniform intensity change, the content within the block would be uniformly darker or brighter but otherwise perfectly natural. The only problem is the possible DC mismatch at the block boundary. But this mismatch is minimized by minimizing L\x(i, j) The DC mismatch is upper bounded by 255/ (MN-1) . Consequently, the halftone patterns of DHBP should be visually pleasing. The DHBP image is simply the ordered dithered halftone version of the image with slightly changed block DC values.
Results and Discussions
The proposed algorithms are simulated on a 5 12x5 12 test images 'Lena' . The DHBP is simulated with M=N=2,3,4,5,6,7,8 on ordered dithered images dithered with the 8x8 dispersed screen and the 4x4 clustered screen in Table 1 . For example, with M=N=4 and an image size of 512x512, a total of 16384 bits (6.25%) are hidden in the images. The 16384 bits are a relative large quantity of hidden data, which are chosen to show the performance of the algorithms under stress. The performance measure is the Modified Peak-Signal-to-Noise-Ratio (MPSNR) as shown in Fig. 1 .For halftone images dominated by high frequency halftone artifacts, PSNR is not suitable. We thus lowpass filtered the halftone images before computing the PSNR as shown in Fig. 1 . The MPSNR of the algorithms are shown in Table 2 .
Without DHBP, the Lena dithered with the 8x8 dispersed screen has a MPSNR of 27.2dB. The image is shown in Fig. 2(a) which has good visual quality. When DHBP is applied in different rates, corresponding MPSNR is shown in Table 2 . Tn Fig. 3(a) , with M=N=4, the MSPNR drops slightly to 26.3dB. The perceptual quality of DHBP is as good as the original dithered image. These suggest that the proposed DHBP can hide a large quantity of hidden data with very small, if not negligible, visual degradation. Fig. 5(a) is the plot of the performance of DHBP and DHBP-Rand. DHBP is more significant when the embedded bits increase.
The MPSNR of DHBP-Rand in Fig. 4(a) is 24.8dB which is 1.5dB lower than DRBP. The visual quality of DIiBP-Rand is significantly worse than DHBP, with lots of 'salt-and-pepper' artifacts or black and white clusters. These verify that DHBP is non-trivial and is significantly better than DHBP-Rand. Although both algorithms perform toggling to individual pixels, the locations chosen by DHBP are much better than DHBP-Rand such that the toggling done by DHBP does not cause the annoying 'salt-and-pepper' artifacts and decrease visual quality. As explained in Section 2, DHBP applies effectively the minimal DC adjustment to each MxN block to force one pixel to toggle naturally. The magnitude of the DC adjustment is very small, being upper-bounded by 8.5 (since M=N=4). The resulting halftone patterns are thus natural without the unnatural black or white clusters. The possible DC mismatch at block boundary is minimal and is upper bounded by 2*8.5=17 which is small. Without DHBP, the Lena dithered with the 4x4 clustered screen has a MPSNR of 24.2dB, which is significantly lower than the 27.2dB of the dispersed screen dithering. The image is shown in Fig. 2(b) which has significant lower perceptual quality than Fig. 2(a) . When DHBP is applied in Fig.  3(b) , the MPSNR drops slightly from 24.2dB to 23.5dB. The perceptual quality of DHBP is slightly worse than the original dither image. Compared with DHBP, DHBP-Rand in Fig. 4(b) has considerably worse perceptual quality with lower MPSNR. Fig. 5(b) is the plot of the performance of DHBP and DHBP-Rand. Again, DHBP is much better than DHBP-Rand.
Conclusion
In this paper, we propose a novel way called the Data Hiding in Block Parity (DHBP) to embed hidden data in the block-sum parity of halftone images. When the original multi-tone image is present and the haiftoning method is ordered dithering with known screen, the simulation results show that the proposed DHBP can hide a lot of hidden data in the ordered dithered images with very small, if not negligible, visual degradation.
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